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3a0e3neyeHH €KOHOMIYHOI Oe3mekM BHPOOHMYOIO0 WiANPUEMCTBA Yy
uugpoBoMy cepeoBUIILi

[lyOmikaiifo TPUCBSIYEHO IOCTIKCHHIO OCOOJIMBOCTEH 3a0C3MCUCHHS CKOHOMIYHOI —Oe3meKu
BHPOOHUYOTO MiJNPHEMCTBA Y HU(PPOBOMY cepemoBHIIi. JoCmipKyroThCs 3aBAanHs (haxiBIiB 3 €KOHOMIYHOT
Oe3reKkd BHPOOHHYOTO MIANPUEMCTBA B CYYaCHHX YMOBaX, sIKi (pOpMyIOTBCS MiJ BIUIMBOM PH3HKIB, IO
MOB’513aHi 13 KOHKYPEHTHMM THCKOM, HECTaOIIBbHICTIO PHHKOBOI KOH IOHKTYpPH, TEXHOJOTIYHUMH 3MiHaMH,
MTOCWJICHHAM 1H(QOpMAIifHUX pPHU3WKIB Ta 3pPOCTaHHAM Kibep3arpo3 B yMmoBax [u(poBoi TpaHCopmarii
IistbHOCTI. MeToro myOumikamii € BCTAaHOBJICHHS TEpeNiky Ta imeHTH(]IKyBaHHS CIEIU(IYHUX AacleKTiB i
BUKITHKIB, ITOB’S3aHMX 13 3a0€3MEeYeHHSAM EKOHOMIYHOI Oe3MeKw BHUPOOHWYMX MiANPHEMCTB y CEpeIOBHIII
dpoBoi eKOHOMIKH, po3poOka e(pEeKTUBHHX IIJIXOMIB Ta IHCTPYMEHTIB JUIsi MiJBUINEHHS CTaOUILHOCTI i
CTIMKOCTI MiJIIIPHEMCTB.

[TyGuikalito crpsiMOBaHO Ha 1eHTU(IKALIIO HOBITHIX PH3HUKIB HU(PPOBOI EKOHOMIKH, 10 BKIIOYAIOThH
Kibep3arposu, pu3uky HuQpoBizalii BApOOHUYUX MPOLECIB, 3aXNUCT 1HTEIEKTYaJIbHOI BIACHOCT] Ta KOMEPIIHHOT
iHpopMarii; aHami3 MOXIMBOCTEH Juisi 3a0e3nedyeHHs] Oe3NeKH 4epe3 BIPOBA/DKEHHS HU(PPOBHUX TEXHOJOTIH,
takux sk Blockchain, Al, IoT ta Big Data, siki MOXyTb MiJBUIIUTH IPO30PICTH 1 3aXMIIEHICTh BHYTPILIHIX
mporieciB. BUWBUEHHIO WiMISATalOTh THTAHHS OI[iHIOBAaHHA €()EKTHBHOCTI MOTOYHHUX 3aXOIiB 3a0e3ledcHHS
EKOHOMIYHOI Oe3MeKH B yMoBax u(poBoi TparchopMarliii BHpOOHIUOT MisSUTEHOCTI, BA3HAYCHHS iXHIX CHIBHHX 1
CITa0KUX CTOPiH, po3p0oOKa PEeKOMEHIAIIIH TS TiABUIIICHHS aIlalTHBHOCTI MIATIPHEMCTB JI0 IM(PPOBHX 3arpo3.

CdopmMoBaHO peKOMEHMAIT IIOJ0 3alPOBAHKECHHS 1HHOBAIIMHUX MIAXOIIB 10 MOOYIOBH CHCTEMH
eKOHOMIYHOT Oe3reKH, TakuX sIK KidepcTparteris, aHanituka Big Data, aBTomarn3oBaHe yrnpaBiHHS PH3HKAMHU.
YnupaBiaiHHS JIQHIIOTAMH TIOCTaBOK 1 3aXHMCT KOH(IACHINHHOT iH(pOpMaLii pO3MIAIAlOThCS 3 TOYKH 30PY
MOKJIaJJaHHsl Y OCHOBY IPOIIECiB 3a0e3MeUeHHs] eKOHOMIYHOI Oe3NeKH KOMIUIEKCHHUX Ta aJalTHBHUX CUCTEM
3aXHCTY, SKI BIAMOBIAIOTH CyYaCHUM BUKJIMKaM 1 3a0€31edyoTh CTIHKICTh JISUIHOCTI MiANPUEMCTBA B YMOBaX
CTpiMKOI Ta BceOiuHOi 1udpoBoi Tpanchopmariii. OOrpyHTOBAHO aBTOPCHKY MO3HIIIIO I110JI0 HANPSIMIB HAYKOBUX
JOCIIKeHb y cdepi 3a0e3neyeHHs] eKOHOMIYHOi Oe3NeKH IiJIpHeMCTBA B yMOBaxX HU(POBOi €KOHOMIKH,
CIpsSMOBAHWX HAa MIJIBUIICHHS PIBHS EKOHOMIYHOI OC3MEKM BUPOOHWYHX IiAIPUEMCTB Ta IIOTIOMOTH IM
aIanTyBaTUCS A0 BHUKIHUKIB NU(POBOI €KOHOMIKH, 1€ €KOHOMIYHA CTaOiIbHICTH 0araTo B 4OMY 3aJISKUTH Bif
3IaTHOCTI 0 IMIBHAKOI aJamTaiii, MPOaKTHBHOTO pearyBaHHS HAa PU3MKMA Ta IHTETpamii HOBITHIX HMUPPOBUX
pimieHs.
e€KOHOMiYHA Oe3meKxa, BHPOOHHYE MiAMPHEMCTBO, JAHUIOTH MOCTAYAHHS, INTYYHHH iHTEJEKT, BeJHKi
MACHBH JaHHUX, 0JI0KYEiiH, pU3UKH TisIbHOCTI, HudpoBe cepeqoBHIIe

IloctanoBka mnpoGaemu. OcHOBHI 3aBaaHHsA (axiBIIB 3 EKOHOMIYHOI Oe3meKu
BupoOHnyoro nianpuemctsa (EBBII) nonsratoTs y 3aXucTi HOro AisSUIBHOCTI BiJl pU3UKIB, 110
MOB’sI3aHI 13 KOHKYPEHTHHM  THCKOM, HECTAaOUIBHICTIO PHHKOBOI  KOH IOHKTYPH,
TEXHOJIOTIYHUMU 3MiHAMHM, TOCHJICHHSAM 1H(QOPMALIHHIX PU3MKIB Ta 3pOCTaHHAM Kibep3arpos
K Hachiaky 1udpoBoi Tpancopmaiii naisiabHocTi. EBBII € kpuThuHuUM acrekToMm s
3a0e3medyeHHs] CTaOUIbHOI Ta €(QEeKTHBHOI IsJIBHOCTI B YMOBaX IOCTIHHO 3pOCTalOUnX
30BHIIIHIX 1 BHYTPIMIHIX 3arpo3. TakuM unHOM, OCHOBHUMU Harpsimamu 3a6e3neueHns EBBIT
€ 3armo0Oira”Hs 3arpo3am, sKi GOpMYIOThCS K BCEPEIMHI, TaK 1 330BHI MIAMPHEMCTBA: IO-
nepine, 30BHINIHIM pH3UKaM [IOOATBHUX Ta JIOKAJTbHUX EKOHOMIYHHMX KpHU3, MOJTITHYHOI
HECTab1IbHOCT1, KOJIMBAHHS I[iH HA PECYPCH, IHTEHCUBHOI KOHKYPEHIIii Ha BIIKPUTUX PUHKAX;
no-apyre, kibep3arpo3u Ta pu3uky QyHKIIOHYBaHHA “pO3MIMPEHUX’ HU(PPOBUX BIPTyaIbHUX
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MIIPUEMCTB, SIKI € AWDKUTAIBHUMH KJIOHAMU PEabHUX, 1 MOTCHIIIHHO MMiANanaloTh ITij
3arpo3u kibeparak Oy/b-sIKOTO MOXOKEHHS, BUTOKY KOH(IACHIIHHOI iH(pOopMaIllii, 110 MoXxe
MPU3BECTH A0 (PIHAHCOBUX 30UTKIB, 3yNMMHKN BUPOOHUIITBA a00 BTPATH BAXJIMBUX JAHUX; O-
TpeTe, IHHOBallifHA Bpa3lMBICTh Ta KPUTUYHA 3AJEKHICTh MIiANPUEMCTB BiJl “BHCOKUX’
TEXHOJIOTiH, 0COOIHMBO, SKIIO BOHO HE Ma€ HaJ HUMH HAJEKHOTO KOHTPOIIO; IO-YETBEPTE,
3arpo3u (piHaHCOBIM CTAOUIBHOCTI, KA MIANAAA€ BIUIMBY PU3MKIB HEIUIATOCIIPOMOMXHOCTI,
HecTaul 00IroBUX KOILTIB, crielu(IYHUX MPoOIeM 1HBECTYBaHHS Ta KPEAUTYBaHHS; MO-11 STe,
pU3MKaM 3aCTOCYBAaHHS [0 BIAHOIIEHHIO JO MiJANPUEMCTBA MPABOBUX CaHKLINA 3a
HEJIOTPUMAHHS PETYJSATOPHUX BHMOT IOJ0 OXOPOHH HABKOJMIIHBOTO CEpPEJIOBHINA, YMOB
mpaili, CTaHAapTIB AKOCTI Tomo. BaxknuicTs 3a6e3neuenns EBBII 3acobamu cTpareriaynoro
TUTaHYBaHHS, 3alPOBADKCHHS PH3UK-MEHEIKMEHTY, YIpPaBIiHHA (PiHAHCOBHMHU peCypcamd,
PO3BUTKY KaJpOBOrO IOTEHLIANTy Ta BIPOBAKEHHS O€3MeyHUX LU(PPOBUX TEXHOJIOTIH
HOJISITA€ Y MOXIIMBOCTI Ui BUPOOHWYMX ITIIIPUEMCTB OIIEPATHBHO pearyBaTh Ha 3MIiHH 1
3axXMILATH BJACHI aKTUBU B YMOBaxX LU(POBOI EKOHOMIKH.

AHaJi3 ocTaHHIX AocaigxeHb i nmyoJikaniii. OcTanHi TOCTiKEHHS MiAKPECITIOITh,
110 [M(pPOBa EKOHOMIKA CYTTEBO 3MIHIOE CTPYKTYpPY 3arpo3 AJs HiANPUEMCTB, JOJA0YU JI0
iXHBOTO TEperiKy KiOeppHu3uku Ta HeOe3neKy iHpOopMauiiHUX BTpar. 30UTBIIYETHCS PO
iHopMmarIliifHOi CKJIa/J0BOi, OCKUIBKK HHQpoBi3alis 3a ymoB posroptanHs Industry 4.0
OXOIUTIOE BcCi Oi3HEc-TpollecH JIaHIora (OpMyBaHHS BapTOCTI MIANPUEMCTBA — BiX
BUPOOHMIITBA IO YMpaBIiHHI KaHaiamu noctadaHHs (Schwab K. [21]). 3Hauni 3MiHH
BiOyBalOTbCcsl y 3B’sI3Ky 13 BmpoBapkeHHsM Iurepuery peueit (IoT) (Mattern F. &
Floerkemeier C. [17]; Miorandi D., Sicari S., Pellegrini F., & Chlamtac 1. [18]),
MO>KJIMBOCTEH MAIIMHHOTO aHali3y BENUKUX MacuBiB nanux (Big Data) (Schwarz T. [22]) Ta
texHoJorii 6mokueiin (Blockchain), siki BiikpuBarOTh HOBI MOYKJIMBOCTI JJIsSI ONITHMI3aIlii, ane
OJTHOYACHO MOTPeOyIOTh e(heKTUBHUX 3ac001B 3axuCTy iH(opMarii. Y myOmikarii KOJIeKTHBY
aBTOPIB Mmia kepiBHULITBOM Atzori L. [6], Vermesan O. [25] po3risaatoTbCss OCHOBHI aCIIEKTH
[oT, BkIIOUalOYM apXiTEKTypy, KOMYHIKAI[iliHI TEXHOJOrii, BUKIUKA Ta TMEPCIEKTHBH,
OKpECITIOI0ThCsT 0a30Bi KOHIEMIi, sIKi JOMOMararoTh (OpMyBaTH IMOJANBII JOCITIHKEHHS Y
i ramysi. Po6ory konektuBy aBTopiB Uckelmann D., Harrison M., Michahelles F. [24]
NPUCBAYCHO BUBYEHHIO apXITEKTYPHHUX OCOOIMBOCTEW, NHUTAHHSAM KOH(]IIEHIIHHOCTI,
Oe3mekn Ta ynpaBiiHHA JaHuMu y cepefoBuiii loT. Ilpu mpomy aBTOpM HpPOMOHYIOTH
KOMIUIEKCHUH MiJIXiJ1 10 po3poOKH BiAMOBIAHOI iHPPACTPYKTYPH, OMHCYIOTh MOCTIIOBHICTH
ctBopeHHs1 loT-meperx Ha mnpukiIagl BUPOOHMYMX MIANPUEMCTB. TEXHIYHMM acHeKTaM
npo0sieMu mpucBsiueHo 3’sicyBaHHs poii RFID (pamgiouacToTHol ineHTH(IKALIT) SIK KIFOYOBOI
TEXHOJIOT11, 1[0 BUKOPUCTOBYETHCS IS 1IeHTU(IKAIIT Ta BIICTEKEHHS 00’ €KTIB K BaXKIMBOT
gactuau [0oT. Lli poOoTH HE MPOCTO OXOIUTIOIOTH KIFOUOBI KOHLIEMIIi, apXiTEKTYpHI MOJEI,
NPUKIAJN 3aCTOCYBaHHSA Ta BUKJIMKH, aj€ € OCHOBOIK JUIsl JIOCIIJHUKIB, Ki MPalOlTh Y
JOTUYHUX cepax.

Uucnenni HaykoBi myOmikamii CBig4aTh MPO 3pOCTAaHHS 3HAYECHHS IITYYHOTO
inTenexty (Al) g noOynosu cucrem EBBIL. Anroputmu Al ta Metonu ananituku Big Data
JIO3BOJISIIOTh TIPOTHO3YBAaTH PHU3HMKH, 3IMCHIOBATH MOHITOPHHT aHOMAJIIi Ta ONEPATHBHO
pearyBatu Ha 3arposu. lle, 30kpemMa, akTyalbHO JAJs1 BUABICHHS MOTEHIIMHUX BHYTPIIIHIX
3arpo3, maxpaicTea ado IHIIUX PU3HKIB, M0 BUHUKAIOTh Y Pe3ysbTari B3aemomii 3 Big Data.
Tak, Annosi M.C. ta Foss N.J. [5], De Santis F. [10], Gershenfeld N. [13], koxeH 31 cBo€l
TOUKH 30pYy, pOo3risiiaTh posib Al B OGi3Hec-cepeoBHILI, 30KpeMa HOro 3aCTOCYBAaHHS IS
MOHITOPUHTY pu3MKIB Ta 3abe3nedeHHss EBBII, cTBepmkyioun, mo BiH MOXKE MOKPALIUTH
YIOPaBIiHHS PU3MKaMU 1 3a00IrTH KPU30BUM CUTyallisiIM Ha mianpuemcrBax. Y jgomnuci De
Santis F. [10] akTyani3ytoTbcs NHTaHHS peami3alii KOHLEMIii PU3UK-MEHEKMEHTY 3a
nornomorotro Al B ymoBax Industry 4.0, oOrpyHTOBYIOTBbCSI 3acO0M ONTHMMI3allii MPOIECIB
YOpaBIiHHSA PU3MKAMH Ha BHUPOOHWUYMX MiJMPUEMCTBAX, 3a0e3MedyeHHs] Oe3MeKd MaHuX 1
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nporeciB. TBopumii konexktuB Husain F. [14] omucye metonu mammuuoro HaB4danHs (ML),
10 BUKOPUCTOBYIOThCS /7Sl 3a0e3meueHHs KibepOe3neky y BUpOOHUYNX YMOBAX, JOCIIKYE,
gk anroput™Mu ML 31aTHI BUSBISTH aHOMAJIT Ta BIACTIAKOBYBATH Mi103pUTYy aKTHBHICTb, 1110
€ BQXIWUBUM acClEKTOM eKOHOMIuHOi Oesmeku. PoOOTH TakoX MICTATH MiAXOAU 110
MIPOBEICHHS aHaJi3y KOHIEMIII MPOTHO3HOTO OOCIYyroBYBaHHS, IO BHKOpHCTOBYE Al s
MiHIMI3alil PU3MKIB 1 MATPUMKHU O€3MeKW Ha BHUPOOHMIITBI, MOKAa3ylOTh, SIK aJITOPUTMHU
MOXYTb Tiepen0dadaTu 3001 oOJMagHAHHSA, THM CaMHUM IIiJIBUIYIOYH €KOHOMIYHY O€3MeKy Ta
ctabinpHicTe miampuemctBa. Choi T.-M., Lambert J.H. [8] ananizyrorb mMeTomu oOpoOKu
macuBiB BigData, 3a nonomororo sixkux Al Moxke gomoMaraTy BHSIBISTH PHU3MKH Ta
CTBOPIOBATH €KOHOMIUHO Oe3nevHe cepeoBHile Ha mianpueMcTsi. Li myOmikarii ¢opmyoTh
TEOPETUYHY Ta TpakTU4YHy Oazy mis gociimxeHb y cdepi EBBII 3 Bukopucranusm Al
301IbIICHHS KIJTBKOCTI Ta IHTEHCHBHOCTI KiOepaTak Ha BHUPOOHHYI MiANPUEMCTBA 3MYIIYE
JOCTITHUKIB aKICHTYBaTH yBary Ha KiOepOesmemi. B HaykoBuX poOoTax OOTOBOPIOIOTHCS
METOJM 3aXHUCTy KOPIIOPATHBHUX MeEpex 1 30epekeHHS KOHQiAeHIIHHOT iHpopMarii Bija
kibepatak. TakoX MiJKPECTIOETECS HEOOXIMHICTh 0araTOpiBHEBHX CHUCTEM 3aXHCTY,
BKJIFOYAOYM MUGPYBaHHS JaHWX, aBTCHTHQIKAII0O KOPHCTYBadiB Ta KOHTPOJIb JOCTYITY.
[MutanHsSM 1HTETpamii IeleHTpaTi30BaHUX OJIOKYEHH-TEXHOJOTIH 10 CHCTeMHU YTpaBIiHHS
EBBII npucssiueno ocranni pobotn Mushtaq A. & Haq 1.U. [19], KonekTUBY mOCIITHHKIB
Wang M. [26], Sinha S. [23]. ¥V poGorax aBTOpH OOTOBOPIOIOTH pOJb OJOKYEHHY Y
3a0e3nedyeHHi 0e3MeKr B MPOMHUCIIOBOCTI, aHAMI3YIOTh, K JEIEHTPaTI30BaHl MEPEXi MOKYTh
MiABUIIATY HAIIWHICTh 1 3aXUCT JaHUX, 3a0€3MeUy0dY MPO30PICTh 1 KOHTPOIb 32 KOKHUM
eTarioM JIaHIIora IOCTauyaHHs y KOHTeKcTi Iumayctpii 4.0, HOCHIKYIOTh BUKOPHUCTaHHS
ONMoKYelHy Ta CMapT-KOHTPAKTIB Yy JIAHIIOraXx TIIOCTayaHHS 3 METOI 3a0e3nedyeHHs
MPO30pOCTi ¥ MOCTOBIpHOCTI 1H(OpMaIi, IO 3HWKYE PU3UKUA IaxpancTBa 1 MiIBUILYE
HQIMHICTh B3a€EMOJil MiXK [OCTadyajJbHUKaMU Ta BHpoOHHMKamu. CremianbHi acHeKTH
3aCTOCYBaHHsI OJIOKUEHHY IS 3aXHCTY JaHUX y mpomucioBomy [ioT moB’s3yl0Th 3 THUM, SIK
OJIOKYCHH MOJKE MIATPUMYBATH JCIEHTPANII30BaHl CHCTEMH JIOBIPH Y BUPOOHUYHX TPOIIECaXx.
ABTOpH pO3TIISAIAI0TH KOHIEMIT “IudpoBOro ciigy”, mo IT03BOJSIOTH BiJACTIAKOBYBAaTH BCI
omepaiii Ha BUPOOHHWIITBI, MJABUIIYIOYH O€3MeKy 1 JOBIpYy 10 CHCTEMH, OIHUCYIOTh
MOYJIMBOCTI TEXHOJIOTI{ y mpoTuaii kibeparakam, 3a0e3nedeHHi MUTICHOCTI TaHUX, a TaKOX
MO>KJIMBICTh IIBUJIKOTO BUSBICHHS MOTEHIIHUX 3arpo3.

YacTiHa JOCHITHUKIB AaKIEHTye yBary Ha Ba)XJIMBOCTI IHTErpaulii pU3HK-
MEHE/KMEHTY 710 TPOIECIB €KOHOMIYHOI JisSIbHOCTI mignpueMcTBa. Lle BkiItouae po3poOKy
moneneit st inenTudikamnii pusukis (Lam J. [15], Power M. [20], Frame J.D. [12]), omiaku
ta ympaiaiHHs HuMH (Crouhy M. [9]). EdextuBHEe ymnpaBiiHHS pu3ukamMu 3a0e3rnedye
CTIMKICTh MIANMPUEMCTBA O 3O0BHIMIHIX 1 BHYTPIIIHIX 3arpo3, 30KpeMa, M[UIIXOM
BIIPOBA/DKCHHS TPOIEAYp pearyBaHHsA Ha iHIuAeHTH. L{i myOmikarii ¢opMyrOTh OCHOBY
CYy4acHOTO pO3YMIHHS IHTerpamii pU3MK-MEHEUKMEHTY B YIMPaBIIHHA BUPOOHUYMMHU
MITPUEMCTBAMH, CIIPUSIOYH PO3BUTKY OLIBIT OE3MEeYHUX 1 CTIMKUX Oi3Hec-mporieciB. Bonn
JOCIIJDKYIOTh METOAM 1 NPUHIMIM, SKI JO3BOJISIOTH MiANPUEMCTBAM HE JIMILIE 3HIKYBATH
pU3MKHM, a W BHUKOPHCTOBYBAaTH YIIPABJIIHHS pPU3NKAMH SK KOHKYPEHTHY IepeBary. B
OTPWIIOAHCHUX  pe3yJbTaTax  JOCHI/PKeHb  3a3HAYA€ThCS  BAXKIMBICTH  3aXHCTY
IHTEJIEKTyaTbHOI BJIACHOCTI Ta KOH(imeHmiitHOi i1HdopMmarlii, 0coOJIUBO B yMOBax, KOJIH
poBi MIATPOPMH BHUKOPUCTOBYIOTHCSl JUIsl YHPABIiHHA 1HHOBALIWHOIO JisSUIBHICTIO
HiAPUEMCTB. [HCTpYMEHTH MPaBOBOTO 3aXHCTY, TaKl K MATEHTYBAaHHS TEXHOJIOTIH, a TAKOX
TEXHIUHI 3aXO0Ji{, BKIIOYAIOYM KOHTPOJb JOCTYMYy A0 AAHHUX, € BAKIUBUMH CKJIaIOBUMU
€KOHOMIYHOI Oe3nexku B ymoBax ULu(ppoBoi TpaHcpopmanii. Takum uYMHOM, CyyacHi
JMOCTIPKeHHST BKa3ylOTh Ha HEOOXITHICTh 3AIHCHEHHS KOMIUIEKCHOTO MiJIXOQy M0
3a0e3neuenHss EBBII, mo Bkitouae iHTerpamico HUPPOBUX TEXHOJOTIH, yNpaBIiHHS
KiOeppu3uKamMH, 3aXHCT IHTEJIEKTyaJbHOI BJIACHOCTI Ta aJamnTallil0 1O HOBUX BUKIHUKIB
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U (HPOBOT EKOHOMIKH.

IHocTanoBka 3aBaanHHs. HaykoBe JOCHTIJKEHHS 3/IIHCHIOETHCS 3 METOIO 3’sICYyBaHHS
crnenugpiyHUX acHeKkTiB 1 BHUKIMKIB, MOB’si3aHuX 13 3a0e3neueHHsM EBBII y uudposiit
€KOHOMIIll, @ TaKoXX PO3pOOKH €(PEKTHBHUX MiJXOMAIB Ta IHCTPYMEHTIB MAJS IiJBUIICHHS
cTabUIBbHOCTI 1 cTIMKOCTI MignpueMcTs. [lyOmikarito cipsiMoBaHO Ha 1I€HTH(IKALII0O HOBITHIX
pU3MKiB LM(POBOI EKOHOMIKH, 1110 BIuMBaoTh Ha EBBII, Brimtouatoun Kibep3arpos3u, puznku
nudposizamii BUPOOHUUYUX IPOLECIB, 3aXUCT IHTEIEKTYaJbHOI BJIACHOCTI Ta KOMEPLINHHOI
iHpopMallii; aHami3 HOBUX MOXJIUBOCTEH i 3a0e3redyeHHsl Oe3NeKu 4yepe3 BIPOBAKEHHS
nudpoBux TexHousorii, Takux sk Blockchain, Al IoT Ta Big Data, sixi MOXyTb HiABUILIUTH
IpO30pICTh 1 3aXMIIEHICTh BHYTPIIHIX mpoueciB. IliuissraTUMyTh BHBYEHHIO IHUTAHHSA
OLIIHIOBaHHS €(eKTUBHOCTI MOTOYHUX 3axoiiB 3abe3neueHHs EBBII B ymoBax riobanbHOi
1ndpoBoi TpaHcopMallii, BABHAYCHHS iXHIX CHJIBHHUX 1 CITaOKUX CTOPIH, a TAKOXK PO3POOKH
peKOMEHAAMIi I TIABUIICHHS aJanTUBHOCTI MANPHEMCTB JO U(GPOBHX 3arpos.
@opMyIIOBaHHA PEKOMEHJalll 100 IHHOBAIIMHUX migxoAiB Ao noOymoBu EBBII B
QPOBY €Moxy, TaKuX siK KibepcTpareris, aHaimiTHka Big Data, aBroMaTn3oBaHe ynpaBiIiHHS
pU3MKAaMH, YIPABIiHHSA JIAHIFOTAMH TOCTABOK 1 3aXUCT KOHQIAEHIIWHOT 1HpopMarii
nepeadavyaeTbCss PO3TISHYTH 3 TOYKM 30py IMOKJIAJaHHA Yy OCHOBY MpOIIECIB CTBOPEHHS
KOMIUIEKCHHX Ta a/IallTUBHUX CUCTEM 3a0e3MeueHHs] eEKOHOMIUHOT Oe3MeKH, sIKl BiIMOBIAAI0Th
CY4YaCHHUM BUKJIMKaM 1 3a0€3MeUyI0Th CTIHKICTh AISIIBHOCTI MIAPHEMCTBA B YMOBaX CTPIMKOi
Ta BceOiuHOT 1 poBoi Tpanchopmarrii.

Bukiaang ocHoBHoro marepiany. BupoOnuua kopmopamis, ska (QyHKIIOHYE 3a
HOBITHIX YMOB PpO3TOpTaHHS IU(GPOBOI EKOHOMIKM, TMPOTITOM TPHUBAJIOTO TIEPIOTy
BUKOPUCTOBYE PO3Tay)KeHy CHUCTEMOIO 30epiraHHs JaHUX, sIKa CIYXUTh JUIA PI3HUX LIeH
3BITHOCTI Ta aHami3y. IlocTiitHi 3MiHM yMOB BUPOOHHMYOI IiSTILHOCTI KOMITIaHii BUMararTh
NIEPEOCMUCIICHHS CUCTEMH HAaKOIIMUYEHHS Ta 30epiraHHs MacHuBiB JJaHUX 1 MaOyTHIX MPOEKTIB
y LIbOMY cepefoBuili. [ 1bOro HEJOCTaTHBO MPOCTO aHAII3yBaTH CUCTEMY HAKOIMYEHHS,
30epiraHHs Ta BUKOPUCTAHHS JIaHUX, OI[IHIOBATH ii apXITEKTYypy, AKICTh iHpopmarii (puc. 1).

FvHENLE Bupoonmareo| Cepric| VoparmHEA pecypcan#
ﬁ o]
El 5| BLl Eal E
2 b
. i gl 22| EE| =
Bauenra Mapretarr/PossnTok DisHecy CTBOPEHHT & gl 28| &9 =
CcepEICY a 2 E a5, =
. Tl OB | E| B=| 26| f
PieeHE k3, £ .? = '
Opomecy = =
——

‘:_j_i_‘___:_::'— Ilicin ITim cTpareriME0ro YHpEEMIHEL _—.__1___.__';—
ST Pozpodmesma crpateni :r‘:%
T T i T T i T I
IMpoexrrm Ta nopTheTHEE MaHeTIEET :r‘:%
| | | | | | | I
::[::::‘ Tocramoesa mined 1 WY EZHHE ::|‘>
I I I I I I I I

[namyEarET - —'—-'—-—-_._.J_;:_
:I:: HOCEETYVEIHHT
| T T —-—T"'"
e | pesmaa R e
o ananis i ,:m -
Peanisanin TpoSaEl A Creopers= | Onepanis sy
MIT CRM | SCM R
4’ 1 —t

Fomrpoomier :I} Konrpomiar/ CreTens moEazHmEE SRITHICTE ?__]?
MememsoerT j:::_—'—_r SEraTHEMT MeEeTEMEHT VIPAETIHES AEICTE ’rﬂl:?
ocT: —

AROCTL I I I I I I

Ipumitkn: MIT — MerepKMenT npoxaykTuBHOCTi; R&D — nocmimkenHi ta po3pobky; CRM — ynpasninus 3B s3kamu 3 KinieHTamu; SCM —
YIpaBIIiHHS JIAHIIOTaMHU [IO0CTa4aHb

Pucynox 1 — TpaautiitHa kapTa BUKOpUCTaHHS BHpoOHIUO]1 iH(opmarii ermoxu Industry 3.0
Locepeno: cknadeno agmopamu
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Takmit migxig OyB YaCTKOBO BHIIPABIAHMA 3a yMOB 3IIMCHEHHS IIJIXOIy 10
iHpopMalii K JpyropsaHOro BUPOOHUYOTO pecypey, GopMyBaHHS MacHBIB JJAaHHX 3 METOIO
CYNPOBOJKEHHSI 1 00CITYyroBYBaHHSI MPOIECIB BUKOPUCTAHHSI OUIBILI MPIOPUTETHUX TPYIAOBHX,
MaTepialbHUX Ta TPOIIOBUX pecypciB Kopropaiii (puc. 1). Y moBHIM BiAMOBIZHOCTI A0
TPAAMIIIAHOTO  E€KCTEHCHBHO-PECYPCHOTO MIAXOAY /O BUKOPUCTaHHS  BUPOOHHUYOTO
NOTEHIlIay, Ha MiANPUEMCTBAX 3JIHCHIOBAJACh Kiacu@ikallis pU3MKIB Ta 3arpo3 Takii
ISTIBHOCTI.

[Torounuil mepexi 10 peayiii rOCHOJAPIOBAHHS B YMOBAaX PO3rOpPTaHHS LU(BPOBOL
€KOHOMIKM IpPaKTUYHO HE BIUIMHYB Ha OCOOJMBOCTI Kiacu(ikaiii pi3HOBUAIB PHU3UKIB
BUPOOHNYOI MisTbHOCTI (Tabia. 1), mpoTe CyTTEBO MIABMIIMB PiBEHb BUMOT /10 YHPABIIHHSA
cnenu(iYHIMH PU3UKaMH, [0 BUHUKAIOTh Y MPOIEC HAJIArOKEHHS JIAHIIOTIB (hOpMyBaHHS
BapTOCTI MPOIYKIIii Kopropallii, sika Ma€ MOJIHMBICTb MiJBUIIUTUA PiBEHb iXHHOTO KOHTPOJIIO
y TOMY YHCIIi, @ IHKOJIM 1 BUKITIOYHO, 32 PAXyHOK BUKOPUCTaHHS HU(POBUX IHTEICKTYAIbHUX
m1aThOpM.

Tabmuus 1 — Knacudikariiss pu3ukiB BUpOOHHYO1 AiSTHHOCTI

Kpurepii Knacu pusuky [osicnenHst
Yucri . . .
. . [{ib0B1 BIAXMJICHHS] MOJKIIMBI JIMIIIE B OZIHY CTOPOHY
Binxunenns B (acumerpuyHi)
pe3ynbpTaTax CriekyJIITUBHI . .o o
. [To3uTHBHI Ta HETaTUBHI LTLOBI BIAXHICHHS
(cumetpuyHi)
Crpateriuni CraHOBIATH HEOE3IEKy [T KOMIIaHii B IIJIOMY Ta
PiBHI npuAHITTS P MepeNIKO/PKAIOTh pealtizallii JOBroCTPOKOBHUX, INIOOATIBHUX ITiJIeH
pileHb TakTiuHi Ta .
o CTocyl0ThCsI CepeTHbO- Ta KOPOTKOCTPOKOBHX PIllICHb
orepariiti
[ocriiini pusuku
. NPOTH . , . .
TumuacoBuii THMYACOBOI Pusuky TicHO OB s13aHi 3 MOCTABICHUMH LITAMH, IO €
KOHTEKCT . aKTyaJbHHMH Ha IIEBHHI MOMEHT 4acy abo nepion
CXUIIBHOCTI 10
PHU3HKIB
Cdepa aii InauBinyanpHi Bupaskae pusuK, MoB’s;3aHAHN 3 130Jb0BAHUM PIIICHHIM
pillieHHs 3arasnbHi MicCTUTh PU3UK NPUUAHSTTS YCi€l CYyKYITHOCTI pillieHb
MarepianbHi
O0’€eXT MOTOKY P1aIbHL, . L ,
. TOBapHi, BinxuieHHs Bif Liel MOKYTbh BUHUKATH y 3B’ 43Ky 3
pecypciB, 10 SKHX . . o . N
BiTHOGITECS (iHaHCOBI, orepariifHUMy TIOTOKaMH1 TOBapiB, TPOILIEH,
S iH(pOpMaIiiHi iH(popMarii Ta 3aKOHHUX ITPaB
P Ta IOPHINYHI
3B’A30K MiX HesanexHi OxpeMi pU3HKH HE BIUIMBAIOTh OJIMH Ha OJTHOTO
OKPEMUMH - IcHye 3anexHICTh MIXK PU3MKaMH, 32 SKOT HEOOXITHO PO3PI3HATH
pU3UKaMU eeKT miICIICHHAS BiJl eeKTy KOMICHCAIlii OKPEMHIX PHU3HKIB
Eroremti [IprunHT pU3HKIB KPUIOTHCS BCEPEeIUHI KOMMaHii a60
[MoxomkeHHs BCEpEIHHI JIAHIIOTa IOCTaYaHb
PH3HKIB Ex30reHHi [prunan pU3uKiB GOPMYIOTECS Y KOPIIOPATHBHOMY CEpPEIOBHIII
JISUTPHOCTI 200 B CEPEIOBHII MEPEXKi JIAHIFOTIB TIOCTaYaHb
. Pu3ukwm, oB’s13aHi 3 MporiecoM BUPOOHUYIOT TiSUTBHOCTI KOMITaHil,
Kopnoparushna IIpoayKTUBHICTH . .
cdbepa, B sxi 3aKymniBiero (HakTopiB BAPOOHHUIITBA Ta/a00 MpoJakeM MPOIYKIIT
. ’ . Pesynbrat fistibHOCTI Y iHAHCOBIH cdepl KoMmmaHii, sSKuii
ICHYIOTb PU3UKH ®diHaHcH . . .
CIIY)KHTB JUISl TIATPUMKH (Di3UUHHX MPOIIECiB BUPOOHUIITBA

Jicepeno: cknaoeno asmopamu na ocrosi yzazanvrenns [8-10; 16;20]

Omxe, MU MOXeMO KiIacu(ikyBaTH crienu]piuHl pU3UKU BUPOOHUUOI AISUIBHOCTI, 1110
NOB’s13aHl 3 TOJOJAaHHAM 3arpo3 0Oe3nepeOifHOro HajaroJKeHHs JIAHLIOTIB I0CTa4yaHb,
1HaKIle, JIAHLIOTIB (OpMyBaHHS BapTOCTI MPOIYKIIi Kopmopauii B YMOBax pO3rOpTaHHS
UPPOBOi E€KOHOMIKM SIK aCHUMETPHUYHi, CTpaTeriuyHi, TMOCTIfHI, 3arajpHi, 3MIIIaHI
MaTepianbHO-iH()OpMAaIIiifHi, 3aJeKHi, C€K30T€HHI, TOB’s3aHI 3 MPOIYKTUBHOIO cheporo
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nismeHOCTI. [ligXoau 10 ynpaBiliHHS pU3UKAMH, 10 BUHUKAIOTH y MPOIEC] HATaropKCHHS
JAHIIOTIB TOCTayaHb, BU3HAYAIOTHCS IIJILOBOIO CIIPSIMOBAHICTIO €JIEMEHTIB MiAXOAy Ta
iXHIMH XapakTepHUMH ocoOmuBocTsaMH (Tabn. 2). lLluticHe ynpaBiiHHSA —JIaHIIOTaMU
[OCTa4yaHb B PEXHMMI pPEaJbHOr0 Yacy, BIANOBIAHO, YHPABIIHHA IOB S3aHUMHU 3 IIUM
pU3MKaMH B pexumi on-line, y MakCHUMallbHO MOBHIM Mipl peai3yeTbCsl 3a MOXKJIMBOCTI
3aJy4eHHs JO LBOrO IpPOLECY IHCTPYMEHTIB BIJIOBITHOIO MPOTPaMHOTO 3a0e3NeyeHHs
CKJIaJIOBUX €JIEMEHTIB mpolieciB enekTpoHHoro Oi3Hecy (E-Business) — 3axymiBens (E-
Procurement), mnponaxiBs (E-Commerce), Ttoprieni (E-Marketplace), enekrpoHHOTO
cnuikyBaHHs (E-Community) ta koonepysanns (E-Company).

Tabmus 2 — I[Migxoau 10 ynpaBiaiHHS pU3MKaMH JIAHIIOTIB IOCTa4aHb y HU(POBOMY

CepEeIOBHIIII
EneMenT miaxomy YrpapiiHaS . . .. .
KommnnexkcHuii anani3 LinicHe ynpaBiiiHHS
pU3UKaMH 3 . .
. . . PH3HKIB y JIAHIIOTY PHU3UKaMH B JAHITIO31
XapakrtepHi OpIEHTAIlIE0 HA
. [ocrayaHb mocTayaHb
0COOIMBOCTI JIQHITFOTH [TOCTaYaHb
dokyc mporiecy yrpaBIiHHS .
ye npouecy yip Bracna xommaHist JlaHiror moctauanb
pHU3HKaMHU
. . 3 oKpeMuMu .
ChiBnpausgs B yIpaBIiHHI . 3 ycima
- KOMIIaHISIMH- .
pU3UKaMu KOMIIaHiIMU-TTApTHEPAMU
mapTHEpaMu
OOMiH iH(OpMali€eo Mo 3 Heperynsaphuii, Perymspamii, odimiitamii,
PU3UKH HehopMaTbHIHA aBTOMATHYHUI
Inpopmanitina  acumeTpis
00 PHU3UKIB  JIAHIIOTIB Bucoka Cepenus Hes3nauna
ocTayaHb
Tun BiAHOCHH MIK TpancakmiitHO .. .. .
. . N ITapTHEpCTBO Ha OCHOBI MIATBEPHKEHOT JOBIpH
KOMIIaHISIMHU OpIEHTOBAHMMH
. . IaTeHcudikarris . .
®daza GpopMyBaHHS MEpPExKi [ToOymoBa cTocyHKIB . HamarompkeHHst criiBparti
CTOCYHKIB
ChoibHi [Tl Ta TpoIecH 3 oOpaHOI0 3 ycimMa KOMIMaHisIMu-
TUIAHYBaHHS KOMITaHI€I0-TTapTHEPOM napTHEpaMu
IHTEHCHUBHICTL JOBIPH MIiX
. p Hesnauna Cepenus Bucoxa
KOMIIaHISIMHU

Jicepeno: cknadeno agmopamu na ochogi yzaeanvnenns [8-10; 12; 15; 20]

CyuinpHe OXOIUIEHHS YChOTO JIAHIFOTa Oi3HEC-NpOIEeciB BUPOOHUYOT KOpIiopariii
3acobamMu  TU(GPOBOI MIATPUMKH OJHOYACHO CIpusie (GOPMYBAaHHIO “TIONS PUBHKIB”
BUKOPUCTAHHS IIU(PPOBUX TEXHOJIOTIH y BUpOOHUYIH JisbHOCTI. EMeMeHTaMu bOTo OIS €:

— kibep3arpo3u Ta araku, 3a skux loT, aBTOMaTHM30BaHI CHUCTEMHU YIPaBIIHHS
BupoOHuITBOM (SCADA), XMapHi TEXHOJOTIT MOXYTh CTaTH JJIsl 37I0BMUCHHKIB JDKEPEIOM
JIOCTYITy 10 KOH(MINCHIIMHUX MaHUX 3 MOJAJIbIIUM 30MTKOBUM BTPYYaHHSIM Yy pOOOTY
BUPOOHMYMX JIiHIH, TPAHCIOPTHUX JIAHOK, 3aBAaHHI (pi3MYHUX 30UTKIB 00JIaJHAHHIO;

— BUTIK JIaHUX 1 TOPYIICHHS KOH(IICHIIMHOCTI 30epeKeHnX Ta OOpOOJICHHX iXHIX
MacHBiB (K BHYTPIIIHIX, TaK 1 KIIE€HTCBKHUX) 3 3arpo3010 MOJAIBIIOIO MOTPAIUISIHHA 0
KOHKYPEHTIB a00 BUKOPUCTAHHS JUIsl IIaXpanCTBa;

— 3aJEeKHICTh 1H(QPACTPYKTYpH Ta Oe3leKu, XMapHUX MIaTGopM 1 MPOrpaMHOro
3a0e3MmeyeHHs, 0 HAJAAIOThCSA 30BHIMIHIMA KOMIIAHISIMH, BiJl CTOPOHHIX MMOCTa4aJIbHUKIB Ta
TEXHOJIOT1H, III0 MOXe CTaTH NPUYMHOIO 3001B Y pOOOTI CEpBICiB;

— TEXHOJIOTIYHUX 3001B Ta BUKOPUCTAHHS HEHAIIMHUX CUCTEM, 11O MOXKYTh BUXOUTH
3 J1aay 4epe3 TeXHI4Hi 3001, mpolieMu 3 IHTEpHET-3’€HAHHAM a00 HECYMICHICTb CHCTEM 3
MO’KJIMBUMU 3yTMHKaMHU BUPOOHUYUX MPOLIECIB 1 3HAYHUMH (PIHAHCOBUMHU 30MTKAMU;
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— npobiemu 3 3axuctoM loT-IpUCTPOiB, 110 BUKOPUCTOBYETHCS JJII MOHITOPHHTY 1
KOHTPOJIIO Oi3HEC-NIpoIeciB Ha BUPOOHUITBI, sIKI HE MAIOTh HAJIEKHOIO PIBHS 3aXMCTY, 11O
POOUTH 1X JIETKOIO LIJUTIO JIJISl XaKepiB;

— HEBIANOBIIHICT NMPAKTUYHUX HABHYOK IEPCOHATY BHUCOKMM BHUMOTaM JO PiBHS
3HaHb 1 HABUYOK Yy cepl KibepOe3nekn Ta yHpaBiIiHHSA Cy4YaCHUMH TEXHOJIOTISIMH, 10 MOXKE
HPU3BECTH JI0 MOMUIIOK 200 HEIOCTaTHHOI'O BUKOPUCTAHHS CUCTEM.

3arajabHOI0 YMOBOIO 3a0€3MeueHHsI eKOHOMIYHOI 6e3MeKr BUpOOHNYOrO MiIPUEMCTBA
y Lu(ppOBOMY CEPEIOBHUIII € 3MiHA CTPATEriYHOrO MiAXOY /0 BUKOpPUCTaHHS iHpopMauii sSK
JOTIOMIXKHOT'O pecypcy BUpOOHHUOT Kopriopalii (puc. 2)

DyHKIIS . BupoOuu Ce .
YHI Mapketunr/Po3BuTok 6i3HECY pTBo t Bi(II) VYnpasiiHHS pecypcamu
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MeHeKMEHT . . .
. 3arajapHuil MEHEDKMEHT YIIPABJIIHHS SIKICTIO
SIKOCT1 ,

Pucynox 2 — Yrpasminas iHQOpMaiitHuMu pecypcaMu BUpoOHIYIO1 Kopriopartii emoxu Industry 4.0
Jicepeno: cknadeno aemopamu na ocnosi yzazanvhenns [1-4; 7; 11]

Texuiunumu crocoGamu 3anoOiraHHs pu3ukam Oe3nepediiHOro nmpoTikaHHs Oi3Hec-
MPOIIECIB JIAHITIOT1B TOCTa4aHb BUPOOHUYOT KOPIIOPAIIii BUCTYAIOTh:

1. BopoBajkeHHsT Ta 1HTerpamis 10 cHCTeMH KiOepOe3neku cydacHUX 3aco0iB:
OpanOomayepié — CHCTEM Ha OCHOBI MPOrpamMHOro abo amapaTHOrO 3a0e3MedyeHHs, SKI €
CBOEPIIHUM “TIOCEpETHUKOM” MK O€3MEeYHMMHU Ta HENEPEeBIPEHUMHU MepeXaMH, a TaKoX X
YaCTUHAMH, K1 MOEAHYIOTh (QYHKIT TakeTHUX (UIBTPIB, GUIBTPY cTaHy 3’ €HAHHSA, QIIBTPY
iH(popmaii 3a qonmomororo ycix piBHiB Moneni OSI (Open Systems Interconnection), iHIIUX
BOY/JIOBaHUX JIO/IATKOBUX CHCTEM Oe3NeKH — BipTyanbHUX mpuBaTtHUX Mepex (VPN), cucrem
3ano0iranHs Ta BusBIeHHS BToprHeHb (IPS/IDS);  awmusipycnoco  npocpammoco
3abe3neuenHs — CHEUIaJbHUX TPOTpaM JUIsl 3HAXOPKEHHS KOMIT IOTEPHHX BIpyCiB, HE
OakxaHuX a00 MIKIAJIMBUX NpOrpaM 3arajoM, BIIHOBJIEHHS 3apakeHUX (MOAH(IKOBAHMX)
TaKUMHU TporpamMamMu ¢ailniB, a TakoX A NpodiIakTUKK (3amoOiraHHs) 3apa)KeHHs
MonuGikaiiii ¢ailyiB yu onepamiiiHoi CUCTEMH IWIKIAJIUBUM KOJAOM. Ba)IIMBO TakoX MaTu
perynsipue oHoBieHHs II3 Ta 31iliCHIOBATM MOHITOPHUHI CHUCTEM Yy peaJbHOMY 4aci
(ckanyBanHs (aliaiB 1 TporpaMm; CKaHyBaHHS KOMIT'IOT€pa 3a MOTPEeOO; CKaHyBaHHS
1HTepHeT-TpagiKy; CKaHYBaHHS €JIEKTPOHHOI MOILITH; 3aXUCT BiJ] aTaK BOPOXKHUX BeO-BY3IIIB;
B1JIHOBJICHHSI TTOIIKO/PKEHUX (halIiB).
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2. Bacobu wugppysannua (nepeTBopeHHs iHQoOpMalii B HE3PO3YMUIl CHMBOJHU 3a
JIOTIOMOT'0I0 MaTeMaTHUYHOTO MPOLIECY, YIPABIIHHS MAPOJISIMUA) Ta KOHMPOI0 00Cmyny 00 6a3
Oanux (Ha OCHOBI 3a0e3MeyeHHs] BUMOT Tpiaau Oe3neku — koHdiaeHmiiHocTi (confidentiality),
mimicHocti (integrity), moctymHocTi (availability)), 3aXMCT CTUIBHMKOBUX MEPEX Ha OCHOBI
perictpiB HLR (momammnboro perictpy MmicuenepeOyBanus) Ta VLR (perictpy akTHBHHX
BI3UTEPIB), IO MJO3BOJIAIOTH 31MCHIOBATH IWU(pPYyBaHHA KOH(INEHIINHUX MaTepianiB 1
OoOMEXyBaTH JIOCTYNl 10 HHX, THM CaMUM 3HW)KYBaTH pPHU3HK HECAHKIIOHOBAHOTO
BuKopucTaHHs. CIifi TaKoX BUKOPUCTOBYBAaTH OaraTopiBHeBY aBTeHTH(ikamiro (multifactor
authentication, MFA) Ta perynspHi niepeBipku Oe3neku goctymmy B Amazon Web Services
(AWS).

3. CTBOpeHHsI pE3epBHUX KOMIA JaHWX Ta IUIAHIB Ha BHUMAJAOK aBapid, IUIaHy
IPOTrPaMHOTrO BIJHOBJIEHHS JaHMX 3 (I3MYHOTO cepBepa SIK OKPEMOIo amapaTHOIo MPUCTPOIO
micist 300iB, JO3BOJIAIOTH ONEPATUBHO BiTHOBUTH BHPOOHHUIITBO B pa3i BTpaTH iHQopmarii
a00 TexHIYHUX mpoosieM. /[ 1poro Moke OyTH BHKOPHUCTAHO BHUIIJICHE OOJaAHAHHS JIS
CTIMKOCTI 110 BimMOB (a3epkainbHi xopcTki aucku RAID); BipTyamizamis cepBepiB; 3amacHi
cepBepu (failover); Bimmamene pesepBHe KomitoBaHHs (offsite backup); mmanyBaHHS Ta
TECTYBaHHSI BiIHOBJICHb.

4. 3MEHIIEeHHS 3aJIe)KHOCTI BiJl CTOPOHHIX MOCTAYaJIbHUKIB 32 PaXyHOK BPaxyBaHHS
ixHpoi pemyramii B cdepi Oe3mekHu, po3poOJICHHS CTpPATETilo YIPaBIiHHSA PH3UKAMHU,
IIOB’S13aHUMHM 3 IXHIMHU MOCIyramMM (HampuKiaja, yKIaJeHHs J0TOBOPIB 3 YITKMMHU YMOBAMHU
110710 KibepOe3neKu Ta TEXHIYHOT M ITPUMKH ).

5. HaBuaHHs mepcoHayly Ta IiJIBHIIECHHS OOI3HAHOCTI CHIBpPOOITHUKIB 3 IHTaHb
KibepOe3neKky, 30KpemMa M[I0J0 pO3Mi3HaBaHHS (IMIMHTOBUX aTaKk Ta MPaBHIBHOTO
MOBOJ/KEHHS 3 KOH(D1ICHIIIIHOO 1H(HOpMAITIETO.

6. Konrposnsb 1 ayaut loT-mpuctpois, 1m0 CynpoOBOIKYETHCS PETEIBHUM KOHTPOJIEM iX
0e3IeKu, BKII0YAl0Ul BCTAHOBJICHHS HAAIMHUX MApOJIiB, PETYJISIPHE OHOBJICHHS MPOIIMBOK, 1
O0OMEXEHHS JIOCTYIIy J10 HUX.

[IpakTHyHEe BHUKOPHCTAaHHS CTPATEriyHUX MIAXOMIB y TIOEJIHAHHI 3 TEXHIYHUMHU
3acobamu 3abesneueHHs EBBII y mudpoBomy cepenoBuIll € HaA3BUYAHO BaKIMBUM
dakTopom 3a0e3NeUeHHs CTIHKOCTI JIAHITIOTIB TTOCTaYaHb.

BucHOBKH Ta mnepcneKTHBH MNOAAJbIIMX J0CTiMKeHb. B ymoBax mmdpoBoi
E€KOHOMIKM  3a0e3Me4YeHHs EKOHOMIYHOI Oe3MeKu MmInpueMcTBa HaOyBa€  HOBHX
XapaKTePUCTUK Ta BHUMOI, OCKUIbKH 1HGOpMAIliiHI Ta KOMYHIKaliiHI TEXHOJIOTI]
KapJAMHAIBHO 3MIHIOIOTh TPAIUIIAHI Tiaxoau A0 OizHec-mporieciB. OCHOBHI 0COOIMBOCTI
TISTIBHOCTI 13 3a0€3MeYeHHS EeKOHOMIYHOI O€3MeKH MIiANMPUEMCTBA B TaKUX YMOBax
BKJTIOYAIOTh!

1. KibepOe3neky sK KIFOYOBHH KOMIIOHEHT €KOHOMIYHOI Oe3meku, mo 3abe3rnedye
3aXMCT BiJ TOTEHHIIMHUX 3arpo3 LUpoBUM cucTeMaMm 1 iH(opmauii mianpueMcTBa. Y
nuQpoBiii €KOHOMIII KOKEH acCIeKT IsITbHOCTI MOYKE CTaTH BPa3JIMBHM 10 KiOepaTak, Bif
SKUX CIiJ 3axuiatd (piHaHCOBI omepallii, MepcoHaNbHI JaHi KIIEHTIB 1 CHIBPOOITHHKIB,
KOMEDIIiHI TaEMHHUII Ta 1HIIN Ba)JIMB1 aKTUBU. 3acCTOCYyBaHHS 0araTopiBHEBOI'O 3axXHCTY,
mudpyBaHHS JaHUX, YIPABIIHHS JOCTYIIOM Ta MOCTIHHUI MOHITOPUHT € 000B’I3KOBUMH IS
YHUKHEHHS 3JIOBMUCHHX JIifl Ta 371aMy JTaHUX.

2. Bukopuctanns I Ta anamituku Big Data m03BossioTh BiACTEXyBaTH U
aHaJi3yBaTH BeNMUKI 00csru iH(OpMallli, MO CTBOPIOE MOXKIHUBOCTI JJIS OTEPATUBHOTO
MOHITOPUHTY PHUHKOBUX 3MiH, IIOBEJIHKHM KJII€HTIB 1 MOTEHIIIHUX 3arpo3. AHaJITHKa JaHUX
JIa€ 3MOTY MIJMPUEMCTBAM IMMPOTHO3YBATH PU3MKU Ta 3arpo3H, a TAKOXX MOJIEIIOBATH PI3HI
clieHapii po3BUTKY nojiil. Lle nonomarae ¢popmyBaTH NPOAKTUBHI CTpaTerii Ta 3a0e3neuyBaTu
0e3repepBHICTD TiSTTLHOCTI.
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3. Iurerpamisi OJIOKUYEHH-TEXHOJIOTIM I TMPO30POCTI OmEpariii CTBOPIOE HOBI
MOYJIMBOCTI JUIsl €KOHOMIUHOi Oe3reku, 3a0e3neuyroun Mpo30piCTh TPaH3aKLId Ta 3aXHCT
JAHUX BIiJ HECAHKI[IOHOBaHWX 3MiH. Lle 0coOMMBO BaXXKJIWMBO JJIS MIANMPUEMCTB 13 JOBIHUMH
JaHLIOTAMM TIOCTa4yaHHSA, J€ KOXKHAa olepalis MoTpedye MiATBEPKEHHS Ta 3axHCTY.
BuxopucTtanss 610K4eiH-TEXHOJOTIH 103BOJISIE CKOPOTUTH LIaXpaicTBO, MiABUILUTH JOBIPY
MDX [TapTHEpaMU Ta MiHIMI3yBaTu PU3UKUA BUTOKY iH(OpMAaLii.

4. Apanraunisg A0 MBHJIKUX 3MiH 1 PU3UKIB LU(POBOro cepeioBumia. Y HUPpPOBii
€KOHOMIIIl 3MIHU Bi0OyBarOThCs IMIBUIIE, HIK Y TpaJAULIHHUX Oi3HEC-MOAENAX, 1110 BUMArae
BIJl MIJIPUEMCTB TOTOBHOCTI JIO IIBMJIKOIO pearyBaHHS Ha HOBI 3arpo3u Ta ajganTauii 10
3MiH. Kopropauii Bce yacTiie 3acTOCOBYIOTh THYUKI MiAXOIU 10 YNPaBIiHHS Ta IPUHHATTS
pillieHb, MO0 MUTTEBO BIAMOBIAATH HAa 3MIHU Yy 30BHIIMIHBOMY cepeaoBuii. OKpiM TOro,
BUHUKA€ MOTpeda y TMOCTIHHOMY BJIOCKOHAJIEHHI HAaBUYOK CHIBPOOITHUKIB AJii poOOTH 3
HOBUMH TEXHOJIOTISIMM O€3NEeKH, a TaKoX Yy MIBUAKOMY HaBUYaHHI JUIsl HIATPUMaHHS
KOHKYPEHTOCIPOMOKHOCTI B yMOBAax MOCTiiHOT nudpomizarii.

5. ExoHoMiuHa Oe3meka B yMOBaX MEpPEXKEBHX CTPYKTYyp Ta BiJJaieHoi poOOTH
3aJIe)KUTh BiJl MOXJIMBOCTI YHUKHEHHS HOBUX 3arpo3 JUisl MiANPUEMCTB Yepe3 pPO3MIUPEHHS
BiJIaieHol poOOTH Ta MEPEekKEBUX CTPYKTyp. Y TaKUX YMOBaX €KOHOMiuHa Oe3reka
MIIIPUEMCTBA 3QJICKUTh BiJl 3aXHUIIEHOCTI KaHANIB 3B’A3Ky, $KI BHKOPHUCTOBYIOTH
CHIBpOOITHUKH, 1 TOCTYITy O KOPHOPATUBHUX cucTeM. [lianpreMcTBa MOBHHHI BpaxOBYBaTH
PU3MKKA BHUTOKY 1H(oOpMAaIii dYepe3 BiJJalieHI MiIKIIOUCHHs, 3a0e3rnedyBaTu Oe3IeKy
nigkroueHb VPN, a Takok 3aCTOCOBYBATH CICliaibHI MOMITUKH O€3MeKH AJIs AUCTAHIIHHOT
poboTHu.

6. InHOBaIiiHI cTparterii ynpaBiiHHS pU3WKaMHU, OPIEHTOBAaHI Ha MPOQUIAKTUKY Ta
MoTepePKeHHs 3arpo3, nepeadadaroTh BIPOBAIKEHHS aHATITUYHUX CUCTEM, SIKI I03BOJISIFOTh
e(pEeKTUBHO yHpaBIATH (PIHAHCOBUMHM, ONEpAIifHUMU Ta CTPATEriUHUMH pPU3HKAMH.
VYrpaiiHHA pU3MKaMu y MUQPPOBIH €KOHOMII € KOMIUIEKCHUM TIPOIECcOM, o Tnepeadadae
BUKOPHCTAHHS aBTOMATHU30BAaHUX CHUCTEM Ui KOHTPOJIIO 3a OIepalisiMu, YyNpaBIiHHS
(hiHAaHCOBUMH IMOTOKAMH T2 MOHITOPHHIOM 3MiH Y pealbHOMY Yaci.

[TepcriekTrBHI HampsIMU HAYKOBHUX JOCHIKEHb y cdepi 3a0e3nedeHHs eKOHOMIYHOT
0e3MmeKu MiANpUEMCTBA B YMOBaX IM(PPOBOI EKOHOMIKM OXOIUTIOIOTH KIJIbKA KITFOUOBHX
ACIeKTIB, 110 BU3HAYAIOTh OCOOJIMBOCTI CydacHHX IU(POBUX PU3HKIB 1 MOKIUBOCTEH IS
3aXUCTy EKOHOMIUHUX iHTepeciB. OCHOBHI 3 HHX BKJIIOYAIOTH: IO-TIEPIIE, JTOCITIIHKESHHS
IHHOBAIIMHKUX pIlIeHb I KiOep3axucTy, M0 BPaXOBYIOTh MOCTIMHO 3POCTal0uy KUIBKICTH i
CKJIQIHICTh KiOep3arpo3, BKIIIOYA€E CTBOPCHHs OaraTopiBHEBHX 1 CAMOHABYAIOYHX CHUCTEM
3aXHCTy, MO0 BHKOPUCTOBYIOTh Al 1 ML 1is BUsBICHHS Ta 3amoOiraHHs kiGepaTakam y
pearbHOMY Yaci, BUBYEHHS NMHUTaHb 3aXUCTY JIAHUX Y PO3MOJUICHHUX Mepexax Ta XMapHHUX
00UYHCIEHHSX, 30KpeMa MiIX0IB 0 3abe3nedeHHs] O0e3NeKkH BiIgaleHuX POOOYMX MICIh Ta
3aXMCTy KPUTHYHO BAXIJIMBUX HAHUX; MO-ApPYyre, BIPOBAPKEHHS OJIOKYCHH-TEXHOJOTIH uis
€KOHOMIYHOT O€3IeKH, 110 MarTh 3a0€3MeYUTH MPO30PICTh Ta BIACTEKCHHS TpaH3aKIIiH,
3HM3UTU PU3MK LIaXpalCTBa Ta €KOHOMIYHUX 3JIOYMHIB 32 PaXyHOK BHUKOPUCTAHHS CMapT-
KOHTPAKTIB y JIaHLIOrax IMOCTauyaHHA Ta (PIHAHCOBUX OIepalisix sK 3aco0y MiJBUILEHHS
3aXHCTy BiJl HECAHKI[IOHOBAHUX JIIf 1 MOKpAaIleHHs IPO30POCTi B Oi3HEC-OMepalisix; Mo-TPETe,
MMPOTHO3YBAHHS Ta YMPaBIiHHS pu3WKamu 3a jpomomoroto Big Data ta Al mis BUSBICHHS
MOTEHILIWHUX 3arpO3 Ha paHHIX CTAJisAX, 3aBYACHOTO BIJICTE)KEHHSI PUHKOBHX 3MiH, TOBEIIHKU
KOHKYpPEHTIB 1 (DIHAHCOBUX IOKAa3HUKIB, M0 € KPUTHYHUMH I €KOHOMIYHOI O€3IeKH,
pO3po0IIeHHS MOJienel 1151 aBTOMaTUYHOTO IPUNHHATTS PillleHb 100 PU3MKIB, 110 JIA€ 3MOTY
IiAMPHEMCTBAM IIBH/IIEC pearyBaTH HA 3MiHM B 30BHIIIHBOMY CEpEIOBHIL; IO-YETBEPTE, Y
Hanpsmi JociipkeHsb iHTepHeTy pedeit (IoT) Ta ynpaiiHHA 0€3M1eK0I0 B YMOBAaX MEPEkKEBHX
BUPOOHMIITB — TIOKpAIIEHHS KOHTPOJIO HaJ OO0JaJHAHHIM, MOHITOPUHT Olepaiii i
3armo0iraHHs aBapiiiHUM CUTYaIlisiM, TIPU [IbOMY O0COOJIMBA yBara MpUILISIE€ThCs 3a0€3eYeHHIO
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OC3MeKu JaHUX Yy MEPEeKEBUX BUPOOHMUMX CTPYKTypax Ta 3axucTy iHdopMarii mpo
BHYTpIIIHI TPOLIECH MiANPHUEMCTBA, BHUBYEHHIO ocoOmuBocTell 3axucty loT-mpuctpoiB i
CEHCOPHHMX MEpeX, SIKi MOXYTh OyTH Bpa3IMBHMHU 10 KiOepaTak, IO 37aTHI BIUTMBATH HA
ornepauiiHy IisUIbHICTH 1 Oe3leKy; Mmo-I’sTe, y HampsMi po3poOKH KOHILEMIIH IU(PpPOBOro
CYBEpEHITETY Ta HE3aJeKHOCTI, 3aXUCTy MIANPUEMCTB 1 HAI[IOHAIBHUX EKOHOMIK BiJ
30BHIIIHBOTO KOHTPOJO HAJ iXHIMHU IUPPOBUMHU CUCTEMaMH, 10 OCOOIUBO aKTyalbHO IS
3aXMCTy €KOHOMIUHOI 1H(opMalii 1 3a0e3meueHHs1 He3aleKHOCTI Bl 30BHIMHIX [T-cepBiciB
Ta MOCTaYaJbHUKIB, JOCITIIKEHHS MOXXIUBOCTeHW mokamizauii kputuunux I[T-cucrem s
3a0€3MeyYeHHs] 3axXUCTy BIJ PHU3UKIB, TOB’S3aHUX 13 3aJEKHICTIO BIJ MIXHAPOIHUX
MOCTaYaJIbHUKIB TPOTPAMHOTO Ta amapaTHOro 3abe3meueHHs; MO-IIOCTe, aJamnTallis a0
PETYISTOPHUX 3MiH 1 MPABOBUX acCIeKTiB MU(poBOi Oe3MeKH 3 aKIEHTOM Ha JOCIiKEeHHI
MPAaBOBUX AaCIEKTIB 3a0e3MeyeHHs afanTaiii 10 MDKHAPOIHUX CTaHIApTIB 3aXHUCTy JNaHUX 1
KiOepOe3neKy, CTBOPEHHI MEXaHI3MiB JUIsI 3aXUCTY MPaB BIACHOCTI Ha iH(OpMaIliifHi aKTHBH,
a TaKOX 3aXMCTI MEPCOHAIBHUX 1 KOMEPIIIHUX JaHUX BIAMOBITHO J0 PETYJISATOPHUX BUMOT;
10-ChOME, PpO3POOJCHHS pPEKOMEHAANId Ui MIANPHUEMCTB IIOAO JOTPUMAHHS HOBHUX
PETyJNATOPHUX CTaHAApPTIB IUGPPOBOT OE3MeKH, a TaKok CTBOPEHHS aJalTUBHUX CHUCTEM
YIPaBITiHHS PU3HKAMH.

[lepepaxoBaHi HanmpsMH HAYKOBHX JIOCIHIIKEHb MOKYTh CYTTE€BO MiJBUIIUTH PiBEHb
EBBII ta momomortu iM ajanTyBaTUCS 0 BHKJIWKIB IIU(PPOBOi €KOHOMIKH, /1€ €KOHOMIYHA
CTaOUTBHICTH 0araTo B 4OMy 3aJICKHTh BiJl 3[@THOCTI A0 IIBHUJKOI aJarTailii, MpOaKTUBHOTO
pearyBaHHSI Ha PU3UKH Ta iHTErpallii HOBITHIX IIU(PPOBHUX PIlICHb.
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Ensuring the Economic Security of a Manufacturing Enterprise in the Digital

Environment

The article is devoted to the study of the features of ensuring the economic security of a manufacturing
enterprise in the digital environment. The study examines the tasks of economic security specialists in
manufacturing enterprises under modern conditions, shaped by risks associated with competitive pressure,
market instability, technological changes, increasing information risks, and growing cyber threats amid the
digital transformation of business operations.The purpose of the publication is to establish a list and identify
specific aspects and challenges related to ensuring the economic security of industrial enterprises in the digital
economy environment, to develop effective approaches and tools to improve the stability and sustainability of
enterprises.

The publication is aimed at identifying the latest risks of the digital economy, including cyber threats,
risks of digitalization of production processes, protection of intellectual property and commercial information;
analysis of opportunities to ensure security through the implementation of digital technologies such as
Blockchain, Al IoT, and Big Data, which can increase the transparency and security of internal processes. The
study addresses the assessment of the effectiveness of current economic security measures in the context of the
digital transformation of manufacturing activities, identifying their strengths and weaknesses, and developing
recommendations to enhance enterprises' adaptability to digital threats.
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Recommendations have been developed for the introduction of innovative approaches to building an
economic security system, such as cyber strategy, Big Data analytics, and automated risk management. Supply
chain management and the protection of confidential information are considered from the perspective of
integrating comprehensive and adaptive security systems into economic security processes. These systems
address modern challenges and ensure the resilience of enterprises in the face of rapid and extensive digital
transformation. The author's position is substantiated regarding the directions of scientific research in the field of
ensuring the economic security of enterprise in the digital economy, aimed at increasing the level of economic
security of industrial enterprises and help them adapt to the challenges of the digital economy, where economic
stability largely depends on the ability to quickly adapt, proactively respond to risks and integrate the latest
digital solutions
economic security, supply chains, artificial intelligence, Big Data, blockchain, risks of activities in the
digital environment
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